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Y1o Takoe SDN/OpenFlow?

SDN = Software Defined Networking

OcHOBHbIe NPUHLUMUNDI

dusnyeckoe pa3geneHune yposHAa nepenayvyn AaHHbIX OT YPOBHA

yrnpaBAeHUs CeTEBbIX YCTPOMCTB.

e [lporpammmnpyemocTb.

3. Consistent, well-defined global view

AN 1 )

Network OS
. 2. At least one

1. Open interface to packet forwarding

Network OS5
C OpenF

i probably many
low i Open-and
i closed-source

Packet
Forwar ding

4. But is it really
this simple?

Packet

Packet
Forwarding

Packet /
Forwarding

Jlornyecku LEHTPA/IN30BAHHOE YyINpaB/aEeHUE.

OTKPbITbIM eanHbIN MHTEPdENC ynpaBaeHUA.

NpemyuiecTBa

* YnpouieHune ynpaBaeHusa

ceTbio (OPEX)

* YpewesneHue

obopynosaHua (CAPEX)

e Pa3paboTKa paHee

HeAOCTYNHbIX CEPBUCOB

“SDN means thinking differently about networking”

Jon.rnasbl KOMNbIOTEPHbIX CETEN



MapwpyTtnsauma c SDN/OpenFlow

<€
A->B >

HeunsBecTHbIM NakeT oTnpasnaetcs Ha KoHTpoanep (OF _PACKET _IN).

KoHTponnep BblMMCASET NYYLIUIA MapLLPYT Yepes BCO CeTb (C HAaMMeHbLUEeN
CTOMMOCTbIO 1 YAOBNETBOPAOLWNIA NOAUTUKAM MapLLPYyTU3aLLUM).
CootBeTcTBYlOWMe npaBmaa OpenFlow ycTaHaBAMBAOTCA Ha KOMMYTATOPbI + Cpa3y

n obpaTHbI mappyT (OF PACKET _OUT/FLOW_MOD).

Jon.rnasbl KOMNbIOTEPHbIX CETEN




MapwpyTtnsauma c SDN/OpenFlow

>

<€
HeunsBecTHbIM NakeT oTnpasnaetcs Ha KoHTpoanep (OF _PACKET _IN).

KoHTponnep BblMMCASET NYYLIUIA MapLLPYT Yepes BCO CeTb (C HAaMMeHbLUEeN
CTOMMOCTbIO 1 YAOBNETBOPAOLWNIA NOAUTUKAM MapLLPYyTU3aLLUM).
CootBeTcTBYlOWMe npaBmaa OpenFlow ycTaHaBAMBAOTCA Ha KOMMYTATOPbI + Cpa3y
n obpaTHbIM mapwpyT (OF PACKET _OUT/FLOW_MOD).

AnHamunueckaa nepekoHpurypaymsa B cnydyae ownbKku cetu.

Jon.rnasbl KOMNbIOTEPHbIX CETEN
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TpeboBaHUA K KoHTpoanepy MNKC

o

i |_|pOlll3BO,£I,l/lTe}'I bHOCTb * LOA tpebyeT 0bpaboTky
>10M cobbITUN B CEKYHAY

— MponyckHas cnocobHocte ) | o

e events per second KOHTposanepbl bonee
— 3a4eprKKa . “yysBcTBUTENBHbIE”
° us
e HagexxHOCTb 1 6e30nacHOCTb
— 24/7

* [lporpammmnpyemocTb
— OYHKUMOHANIbHOCTb: NPUNOKEHMA U CEPBUCHI
— NHTEepdenc nporpammmpoBaHma
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[lporpammmnpyemocTb

* Ha A3blke KOHTpoanepa [bbicTpo]

 Ha ntobom a3bike yepe3 REST
MHTEepdenc [meaneHHo]

* CneunanbHble A3bIKU
NPOrpaMmMmnUpPOBaAHUA C APYIron
abcTpakumen (Hanpumep, Pyretic,
Maple)



rbﬂtEp¢~l1~i curl heeps/S127.0.0. ;8080 va/skaticf lowantoypuaher 118k 00:00:00: 24 :08: 79: 29 1a/j80n | json_pp =t dusgssr
% Total % Booaived % Xfard Average Spesd Time T ires Tima Currant
Dload pload ‘Total Spant Laft Spead
100 &70 L1 &0 b 0 69791 [ ==p==g== ==ge=p== =s=p==p== T4d444
SVARL = |
0000002 BT 291" =3 |
‘drop-flow® => |
ipriprity' => 32TET,
"pctiong' => undaf,
iflaga’ =» 0,
"varsLont =% 1
"Buffarld' =» =],
"match' = |

‘datalayerVirtual lanPriorityCodaPoint" => 0,
"wildcarda' => J145%E3,
"metworkDastinationMaskléen® = 32,
"matworkProtoocsl => 0,

'transportSourom’ =» 0,
"matworkSourcoMagklen' = 32,
'datalayerSourcn' => 'O0:00:00:00=00:00",

‘daralayerTypa' => "(aD000°F,
"marworkTypelfSasvice’ => ),
"datalayscDestination® =» "00:00:00:00:00:00",
"imputPort' => 0,
"matworkDeaatinaticn” => '10.10.2.2",
"eransportDeatinaticon’ => 0,
"matworkSource => "10.10.1.2°,
'"datalayerVirtuallan' => =1
ba

Togokia" =» "450359972898687805",

"langthil' == T2,

langth! => T2,

"putPorL => =1,

Txid' = 0,

"Eypa' =3 'FLOW MOD"

"hasdTimasul" => 0,

TidlaTimesuk" => 0,

Toommand' => 0

Lannmos A.B.



| |pognelv\aT|/|Ka NortHBouna AP

NorthBound API — nHtepdpenc mexkay KOHTPO/IEPOM U
NPUNOKEHNAMM
MporpammmnposaHme ¢ OpenFlow He npocTas 3agayal

— CNoXKHO BbINO/IHATb HE3aBMUCUMMbIN 3a4a4m (routing, access
control)

— HuskoypoBHeBas abcTpaKkuua
— Hy»XHO NOMHUTbL O NpaBMIax Ha KOMMYyTaTOpax
— MopAgoK YCTaHOBKM NPaBu/l HA KOMMYTaTOpax HEN3BECTEH

ﬂepEHOCMMOCTb I'IDW'IO)KEHMVI mexay KOHTpOo/1/1epamMi
Monitor Route FW LB

Jon.rnasbl KOMNbIOTEPHbIX CETEN




—A.E.zl.l Modify Flow Entry Message -

Modifications to a flow table from the controller are done with the OFPT_FLOW_MOD message:

/* Flow setup and teardown {controller -> datapath}). =/
struct ofp_flow_mod {
struct ofp_header header;
uintB4_t cookie; /+ Opague controller-issued identifier. */
nint64_t cookie_mask; /#* Mask used to restrict the cookie bits
that must match when the command is
OFFFC_MODIFY#* or OFPFC_DELETE*. A walue
of 0 indicates no restriction. =*/f

#* Flow actions. #/

uint8_t table_id; f* ID of the table to put the flow im.
For OFFFC_DELETE_* commands, OFPTT_ALL
can also be used to delete matching
flows from all tables. #/

uint8_t commamnd; /* One of OFPFC_=*x. =/

nintl6_t idle_timeout; f* Idle time before discarding (seconds). =/
nintl6_t hard_ timeout; /* Max time before discarding (seconds). =/
nintl6_t priority; /* Priority level of flow entry. =/

uint32_t buffer_id; /* Buffered packet to apply teo, or

OFF_NO_EUFFER.
Not meaningful for OFFFC_DELETE#. =/
uint32_t out_port; /* For OFFFC_DELETE* commands, require
matching entries to imnclude this as an
output port. A value of OFFP_ANY
indicates no restriction. */
uint32_t out_group; /* For OFFFC_DELETE#* commands, require
matching entries to imclude this as an
output group. A wvalue of OFPG_ANY
indicates no restriction. */

nintlf_t flags; /> One of OFFFF_*x. =/
uint8_t pad[2];
struct ofp_match match; /* Fields to match. Variable size. =/

ffetruct ofp_instruction instructioms[0]; /* Instruction set =/

H;
OFF_ASSERT (sizaof (struct ofp_flow_mod) == 56);

Jdon.rnasbl KOMNblOTEPHbIX CeTen

n3koposHesble aetann OpenFlo




Possible problems in OpenFlow controllers

Example of the problem with running several apps independently:

* Forwarding and Span apps. First app sends a flow over port 1, while second ones
sends the same flow over port 5. Rules intersect with each other.

e Final rules order in the flow table is unknown.

e Packets will go using only the first rule. Thus, only one app will work. Conflict!

* We may to resolve such conflicts and some others. Just ip_src:10.0.0.1 -> output:1,5!

Forwarding Rule 1: ip_src:10.0.0.1 -> output:1
Rule 2: ip_src:10.0.0.1 -> output:5

Flow table

OpenFlow

Rule 1
Rule 2

packet

never used
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Komno3nuuma npnnoKeHmnm

e [1Ba TMna Komno3uuum (Ha npumepe, Pyretic)

— MapannenbHas — BbINOAHAET 06a Aencteua oaHoBpemeHHo (forwarding u
couting)

— MMocnepoBaTtenbHas KOMNO3ULMA — BbINOJIHAET OAHO AeNCTBUE 33 APYrMM
(firewall, 3aTem switch)

Parallel Composition

srcip = 5.6.7.8 =2 count
srcip =5.6.7.9 = count

.

dstip = 1.2/16 = fwd(1)
dstip = 3.4.5/24 - fwd(2)

srcip = 5.6.7.8, dstip = 1.2/16 = fwd(1), count
srcip = 5.6.7.8, dstip = 3.4.5/24 = fwd(2), count
srcip = 5.6.7.9, dstip = 1.2/16 = fwd(1), count

Jon.rnasbl KOMNbIOTEPHbIX CETEN




Sequential Composition

srcip = 0%, dstip=1.2.3.4 = dstip=10.0.0.1 dstip = 10.0.0.1 = fwd(1)
srcip = 1%, dstip=1.2.3.4 = dstip=10.0.0.2 dstip = 10.0.0.2 = fwd(2)

Controller Platform |

srcip = 0%, dstip = 1.2.3.4 = dstip = 10.0.0.1, fwd(1)
srcip = 1%, dstip = 1.2.3.4 = dstip = 10.0.0.2, fwd(2)

* Pyretic

— (match(dstip=2.2.2.8) >> fwd(1)) +
(match(dstip=2.2.2.9) >> fwd(2))

Jon.rnasbl KOMNbIOTEPHbIX CETEN



[
CeTeBana onepaunoHHaa cuctema RUNQOS

RUNOS = RUssian Network Operating System _¢
’RUNOS

* Llenb npoekKTa

— “Could an OpenFlow controller be both easy to develop
applications for and also high performance?”

— Pa3paboraTtb cuctemy, Kotopasa byaet yaqobHa ans
Pa3paboTKM HOBbIX CETEBbIX MPUNOKEHUN

— Mpun 3TOM NOMHUTBL O bbiCcTpOTE

Arista 7050T-52 OF1.0
NEC PF5240F OF1.0, OF1.3
Extreme X460-24p OF1.0, OF1.3
OpenvSwitch 1.6 u Bbiwwe OF1.0, OF1.3
Brocade OF 1.3
Huawei OF 1.3



RUNOS: ocobeHHOCTH

e [lpobnema 3anycka HECKONbKUX MPUNOKEHUN,
MHTEerpauma c NPUNOKEHUAMU APYTUX
pa3paboTymKos

— TpebyeTcAa cTaTMYecKasa NoACTPOMKa NPUIOXKEHUIN NOA,

ceba, nopaaoK n cnocob nepeaavyn MHGopMaLUN MeKay

HUMMN.

— HeT MeXaHW3Ma KOHTPO/1S U pa3pelleHna KOHP/IMKTOB
MEXKAY NPUNOKEHUAMM (FeHepaLmsa NnepeceKatowmnxcs
npaswun).

e B RUNOS ctouT 3aaa4a pelmnTb YKa3aHHble BblLle
npobnemoil:

— 4acTb HaCTPOMKM NPOUCXOANT aBTOMATUYECKU MO MeTa
NHPopMaLnmM, CBA3bIBAHUE NPOUCXOAUT ANHAMUYECKM

— pas3paboTaHa cucTema paspelleHua KOHGINKTOB

— WnpoKkun Habop cepBUCOB ANA YNPOLLEHNA pa3paboTku
HOBbIX MPUNOXKEHUN

MpunoxxeHua

OpenFlow User
space

Kernel

Features:

space

Algorithmic policies
(rule generation)
Client-friendly API using
EDSL grammar (low
level details are hidden
inside the runtime —
overloading, templates)
Modules composition
(parallel and sequential
composition)




NN
[TapameTpbl 3anycKa

Config (json): e 3a1aeTcA KONMYECTBO HUTEN
“controller”: {
“threads”: 4 ROHTPOJ1/1€PA
b — A/19 B3aMMOAEenCTBUA CO CBUTYaMM
loader”: { — AnAa paboTbl NPUNOKEHNN
“threads”: 3
b  CNMCOK NPUNOKEHUM

“link discovery”: {

v ; — mnx napametpsbl (poll-interval)
poll-interval” : 10,

b NN BblAeNNTb B MOHOMO/IbHOE
“learning switch”: { nosb3oBaHuMe (pin-to-thread, own-

J thread)
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Peannsauus

Knwouesble cnoBa: C++11, QT, Boost (asio, proto, graph

OCHOBHbIEe CTOPOHHME KOMMNOHEHTbI:
e libfluid project (_base, msg)
— ANA B3aMmogencTesmna co ceutyamm u pasbop OpenFlow 1.3 coobuieHmi
e libtins
— pa3bop naketoB BHYyTPU OpenFlow coobuernn
e glog (google log)
— NOrMpPOBaHME, MHOTOMOTOYHOE
* tcmalloc (google performance tools)
— aNbTepHaTuBHaA b6onee bbicTpan peanmsauma malloc/free
e jsonll
— pa3bop KoHPuUrypaumoHHoro pamnna
 boost graph
— XpaHeHue Tonoaornm, NOUCK MapLUpyTa



Mpumep rpadpunyeckoro nHTepdpemnca Easyway




OnucaHnAa pennsos

Cenvac sepcma 0.5

* AP0 KOHTPOJI/1IEpPa

°* NOCTPOEHUE TONONOTUN

°* NMNOCTPOEHUE MapLLPYTa Yepes BCH CETb

° nepsBan BepcuUsa CUCTEMbI reHepauunmn nNpasun
e Rest APl (coBmectnmbin ¢ Floodlight)

e WebUI| (MOHUTOPUHTI 3arpy3Kku, NnpocmoTp
Tabnuuy, yoganeHme n gobasneHue npasun)

* [lpoaKTUBHAA 3arpys3Ka NpaBun
e Xo/si04HOe pe3epBUpoOBaHME
* ARP KelwunpoBaHue



NN
OnucaHnAa pennsos

Bepcua 0.6 - cnegyrowmin 6onbliomn penms (KoHeu, ceHTa6pA)

e [lonnHoe obHoBnEHUE CMPYKMYpPbl A0pa KOHMPOosnepd. HeT
NPUBA3Ka K KOHKPEeTHOW Bepcumn npoToKona OpenFlow.
CBoAa moaenb, pacwmpsaemas noa ntobbie HoBble NoOAA, B
TOM yncne n cneumdunveckmne ana obopyaoBaHuUs.

e [lakemHasa epaMMamuKa 0718 cemeabiX MPUsoXeHuUU.
YnpouwaeTt pa3paboTKy HOBbIX MPUIOKEHUN.

e Ob6HOoBMEHUE cucmeMbl 2eHepayuu rnpasus — NOBbILLEHA
CKOPOCTb paboTbl K yay4lleHa reHepaumna npasun (no
KO/IMYETCBY NPaBUA U YNCNY NPUOPUTETOB).

e BO3MOXHOCTb CTaTU4ECKOro CBA3bIBaHUA MOAYNEWN.
e Cucrtema Tecros.



.
[TPOEKT C OTKPbITbIM UCXOAHBIM KOA40M

e McxoaHbi Koa http://arcen.github.io/runos/
— Apache, version 2.0
e Tutorial (Readme.md)

— KaK ycTaHOBUTb, 3aNyCTUTb, HaNMUCaTb CBOE NEPBOE
NPUNOXKEHMNE

* BupTyasibHaA MmallMHa
— Yike cobpaHHbIN KOHTpONEP
— CpepactBa ana pabotbl ¢ OpenFlow

* CNUCOK paccblku
— Google group runos-ofc oS,
“A’RUNOS



http://arccn.github.io/runos/

NN
[lporpammumpyemocTb

e Algorithmic policies (rule generation)
— Arrangement of priorities of rules, combining of rules
— LOAD, MATCH, READ abstractions
— MAPLE based
e Client-friendly APl using EDSL grammar (low level details
are hidden inside the runtime — overloading, templates)
— “pkt[eth src] == eth addr”
— “if (ethsrc == A | | ethdst == B) doA else doB”
— “test((eth_src & “ff0.....0"7) == “....")"
— “modify(ip_dst >> “10.0.0.1”)”
— decision are “unicast()”, “broadcast()”, “drop()”
e Application composition (parallel and sequential
composition)
— dpi + (Ib >> forwarding)



[MpousBoANTENBbHOCTDb

in-kernel
—&= fusion

MOX
—a— POX
—&— FloodLight
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—— ML
—x— Maestro
—— Ry
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Threads
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Open Source

e Jlea Tmna OpenSource NpPOEKTOB:
— pagn Npewn: “Free as in Freedom”

— Npogaem CBOU KoOMNeTeHUUU, a He NpoAayKT

e nopaboTka Noa Hy»X/Abl 3aKa34KnKa,
e npopaasaTtb advanced Bepcum 1 naaruHbl (eg, npunoxkeHna ana Runos)

e community BOKpyr (cemunHapsbl, obyyeHune)

e BakHa nnuen3usa (*): Apache, BSD nnun GPL, Eclipse,
nponpueTapHbie AMUEeH3UU, NepennueH3npoBaHue 3a
AeHbru

* Yrpos3bl:

— CkonupytoT n byayt npoaasaTb NoA APYrMM Ha3BaHMEM (eg,
runos-ng)

— byayT aopabaTtbiBaTb CBOMMM CUAAMM (ANA KOMAAHUN C
6onbwmm R&D)
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First application — L2 learning

O

L2 learning table

A 1:1

 Whatis L2 learning? B 3:2

— L2 table — where particularly host resides (host <->sw:port)
e A->B. What should we do on sw1?

— Learn and broadcast
e B->A. What should we do on sw3?

— Learn and unicast

~N
R

e Advanced question: will it work for ping utilities? Ping 10.0.0.2 (assuming B
has this IP)

— Yes, arp (broadcast), ip (icmp)



Host Databases

cla=s=z HostsDatabas=se |
buﬂst::shared_mutex mutex -

std: unordered map<ethaddr, switch and port> db;

public:

vold learn(uintéd t dpid,

uint3Z2 t in port, ethaddr mac)
i

LOG({INFO) << mac << " =esemn

<< dpid =< << in port;
i
boost: iunigque lock< boost::shared mutex > lock(mutex) ;
db[mac] = Fwitch_and_pnrt{dpid, in_pnrti;
} \
}

.insert(.Y..)

boost: ioptional«<switch and port> guery(ethaddr mac)

{

boost: ishared lock< boost::shared mutex > lock(mutex) ;

auto it = db.find{mac) ;
if (it "= db.end())

retuorn it->=zecond;
elsea

retorn boost: tnione

B,




B
L2 forwarding application

// Get required fields
ethaddr dst mac = pkt.load(ofb eth dst);

db->learn (connection—->dpid() ,
pkt.load(ofk in port),
packet cast<{TraceablePacket>(pkt) .watch(ofkb eth =src));

auto target = db->guery(dst mac);
// Forward

if (target) { b oelse |
flow->idle timeout (50.0) ; tlow->broadcast(); |
flow->hard timeout (20 * 0.0) ; return PacketMissRction: :Continue;
B }
auto route = topology—->computeRoute (connection—->dpid() .,

target—->dpid) ;

if (route.=zize() > 0) {
flow->unicast (route[0] .port) ;
} 2lse |
flow->idle timeocut (0.0);
LOG (WARNING) << "Path from " << connection->dpaid /()
<< " to " €€ target->dpid << " not found”;

r

return PacketMissZction: :Continue;



I 0
3aKa4yeHue

e SDN/OpenFlow no3sonaeTt 3HaunTeNbHO
YAPOCTUTb YNpaBaeHUe ceTblo.

* [IpoeKT RUNQOS HaxoanTcA B OTKPbITOM
aocrtyne
— OpenFlow KoHTponnep arccn.github.io/runos
— Cucrtema ynpassieHMA KOPNopaTUBHOM CETbIO
EasyWay.

* RUNOS y*e ncnonb3yetca B YyHUBEPCUTETAX U B
NPOMBILLNEHHOCTU (CepBUC NpoBanaepbl,
Tenekom onepatopsbl, UOA).
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