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Y10 Takoe Unsafe

* OyeHb cneuuasibHbi¥ 06bEKT
* CyuwectsyetcJDK 1.4 — yxKe 15 nert
* Hy»eH B Class Library, ytobbl otTyaa aeprats JVM

“A VM/library interface, designed strictly
for use within the JDK”

Mark Reinhold, Java Platform Architect
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Mcnonb3yeTca B pasHbix Yactax JDK

1.4 — Reflection, Serialization, NIO
1.5 — JSR166 (atomics, locks), CORBA, AWT
6.0 — JSR166 (CopyOnWriteArraylList etc.)

7
8

— JSR166 (ForkJoin etc.), BigDecimal, java.lang.invoke
— JSR166 (mHoro!), Mac OS X objective C bridge

g‘fﬂ CEE-SECRR
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sun.misc.Unsafe

* JleXXnT B NPMBAaTHOM MNaKeTe sun.misc
— paHbuwe B Sun JDK
— notom B Open)DK
— nepekoyesan B Oracle JDK

gﬁ*‘é CEE-SECRR
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A 4yTo Ha gpyrux JDK?
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A 4To Ha apyrux JDK?
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public final class Unsafe {

static {
registerNatives();
Reflection.registerMethodsToFilter(Unsafe.class, "getUnsafe");

}

private Unsafe() {}
private static final Unsafe theUnsafe = new Unsafe();

@CallerSensitive
public static Unsafe getUnsafe() {
Class cc = Reflection.getCallerClass();
if (cc.getClassLoader() != null)
throw new SecurityException("Unsafe");
return theUnsafe;



Kak nonyuntb Unsafe

public static final Unsafe UNSAFE = getUnsafe();

private static Unsafe getUnsafe() {

try {
Field ¥ = Unsafe.class.getDeclaredField("theUnsafe");
f.setAccessible(true);

return (Unsafe) f.get(null);
} catch (Exception e) {

throw new RuntimeException(e);
}
) gﬁ& CEE-SECR
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N BCce???

Mo ymon4yaHuto Secutiry Manager B Java BbikntoyeH!

gﬁé CEE-SECR
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N BCce???

Mo ymon4yaHuto Secutiry Manager B Java BbikntoyeH!

$ java -Djava.security.manager

java.security.AccessControlException: access denied
("java.lang.RuntimePermission"” "accessClassInPackage.sun.misc")

gﬁ; CEE-SECR
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«Tebs npegynpexgann»

$ javac Test.java

Test.java:2: warning: Unsafe is internal proprietary API
and may be removed in a future release
import sun.misc.Unsafe;

N




«[a mHe nodour!»

$ javac Test.java

Test.java:2: warning: Unsafe is internal proprietary API
and may be removed in a future release
import sun.misc.Unsafe;

N

$ javac -XDignore.symbol.file Test.java
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Structure

& [B@@e] v
v [s3Unsafe.class
v % Unsafe
m & Unsafe()
4n 6 registerNatives(): void
m & getint(Object, long): int
m & putint(Object, long, int): void
m & getObject(Object, long): Object
m & putObject(Object, long, Object): void
m ‘& getBoolean(Object, long): boolean
m ‘& putBoolean(Object, long, boolean): void
m & getByte(Object, long): byte
m & putByte(Object, long, byte): void
m & getShort(Object, long): short
m ‘o putShort(Object, long, short): void
m & getChar(Object, long): char
m & putChar(Object, long, char): void
m & getLong(Object, long): long
m ‘& putLong(Object, long, long): void
m & getFloat(Object, long): float
m ‘& putFloat(Object, long, float): void
m & getDouble(Object, long): double
m & putDouble(Object, long, double): void
® % IntObject—inty
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Structure
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o putBottble{Objectintdoubleyvoid
o getByte(long): byte

o putByte(long, byte): void

& getShort(long): short

& putShort(long, short): void

& getChar(long): char

& putChar(long, char): void

& getint(long): int

& putint(long, int): void

& getLong(long): long

& putLong(long, long): void

& getFloat(long): float

& putFloat(long, float): void

& getDouble(long): double

@ putDouble(long, double): void
& getAddress(long): long

& putAddress(long, long): void

@ © allocateMemory(long): long

reallocateMemory(long, long): long
setMemory(Object, long, long, byte): void
setMemory(long, long, byte): void
copyMemory(Object, long, Object, long, long): void
copyMemory(long, long, long): void
freeMemory(long): void
staticFieldOffset(Field): long
objectFieldOffset(Field): long
staticFieldBase(Field): Object
shouldBelnitialized(Class<?>): boolean
ensureClassinitialized(Class<?>): void
arrayBaseOffset(Class<?>): int
arraylndexScale(Class<?>): int
addressSize(): int

pageSize(): int

Structure
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& defineClass(String, byte[], int, int, ClassLoader, ProtectionD
& defineAnonymousClass(Class<?>, byte[], Object(]): Class<?

& allocatelnstance(Class<?>): Object
N HOrE (Objectivoid

N HorExittObiectvoid

b t ) :

& throwException(Throwable): void

& compareAndSwapObject(Object, long, Object, Object): bool:

& compareAndSwaplint(Object, long, int, int): boolean

& compareAndSwaplLong(Object, long, long, long): boolean

& getObjectVolatile(Object, long): Object

& putObjectVolatile(Object, long, Object): void
& getintVolatile(Object, long): int

& putintVolatile(Object, long, int): void

& getBooleanVolatile(Object, long): boolean

& putBooleanVolatile(Object, long, boolean): void
& getByteVolatile(Object, long): byte

& putByteVolatile(Object, long, byte): void

& getShortVolatile(Object, long): short

& putShortVolatile(Object, long, short): void

& getCharVolatile(Object, long): char

& putCharVolatile(Object, long, char): void

& getLongVolatile(Object, long): long

& putLongVolatile(Object, long, long): void

& getFloatVolatile(Object, long): float

& putFloatVolatile(Object, long, float): void

& getDoubleVolatile(Object, long): double

& putDoubleVolatile(Object, long, double): void
& putOrderedObject(Object, long, Object): void
& putOrderedInt(Object, long, int): void

& putOrderedLong(Object, long, long): void

& unpark(Object): void

& park(boolean, long): void

o getLoadAverage(double[], int): int

& getAndAddInt(Object, long, int): int

& getAndAddLong(Object, long, long): long

& getAndSetint(Obiject, long, int): int



package cee.secr.misc;
public class MyUnsafe {

public native int getInt(long address);

#include <jni.h>

JNIEXPORT jint IJINICALL
Java_snow_misc_MyUnsafe(INIEnv* env, jobject myUnsafe,

jlong address) {
return *(jint*)address;




Ckonbko ctouT JNI

Create stack frame
Move arguments according to ABI
Wrap objects into JNI handles
Obtain INIEnv* and jclass
Trace method entry
Lock if synchronized
Lazy lookup and linking
in_java -2 in_native thread transition
Call the native function
Check for safepoint
Switch state to in_java
Unlock if synchronized
Notify method exit
Unwrap result, reset INI handles block
Handle exceptions
Remove stack frame
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Intrinsics

* BbONbWKMHCTBO MmeToaoB — intrisics:
— getint —> mov
— compareAndSwaplnt —> cmpxchg

g‘ﬁ‘é CEE-SECRR
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CAS

// native
public final native boolean compareAndSwapInt(
Object o, long offset, int expected, int x);

//non-native
public final int getAndAddInt(
Object o, long offset, int delta) {
int v;
do {
v = getIntVolatile(o, offset);
} while (!compareAndSwapInt(o, offset, v, v + delta));
return v;



Atomiclnteger — i.getAndAdd(5)

-XX:+PrintAssembly

JDK 7u72
loop:
mov Oxc(%rle),%eax
mov %eax,%rlld
add $0x5,%rl1ld
lock cmpxchg %rilld,0xc(%rile)
sete  %rillb
movzbl %rillb,%rlld
test  %rilld,%rilld
je loop

JDK 8ub66

lock addl $6x5,0xc(%rle)

132
105

| 83
45 43

46
L

threads

ops / us
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Off-heap Collections

* Lists, sets, maps
— Large capacity > 2 GB
—  Predictable GC pauses
- No heap fragmentation
— Data locality

g‘ﬁ‘é CEE-SECRR
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Map.Entry

Data locality

e

Off-heap layout

~ 2015
> T CEE-SECIR
Paspabotkalll
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/O and persistence

* Persistent caches and storages
- Memory-mapped files (64-bit)
— Shared memory

* Cooperation with OS
— Pointer arithmetic, alignment
- mlock, madvise etc.

gﬁ*‘é CEE-SECRR
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IPC, Messaging

* Concurrent off-heap buffers and queues
* High-performance messaging

— Disruptor

— Aeron: 6M msg/s
* Shared data structures

— Chronicle Map

gﬁ*‘é CEE-SECRR
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TakTtuka gencteuu B cnyyduve yganeHua Unsafe

* [lepenuncaTb KYCKU KoAa
— JNI
— Reflection
- NIO
— etc.

gﬂ CEE-SECR
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TakTtuka gencteuu B cnyyduve yganeHua Unsafe

* [lepenuncaTb KYCKU KoAa
- JNI
— Reflection
- NIO
- etc.
* Kak gencrsoBaTb
1. Hosbin layer: wrapper Haa Unsafe

2. 3ameHunTb Ha wrapper Hag public API @
¥ CEE-SECR
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Kak Tak nony4mnocb?

$ javac Test.java

Test.java:2: warning: Unsafe is internal proprietary API
and may be removed in a future release
import sun.misc.Unsafe;

N

gﬁ; CEE-SECR
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Kak Tak nony4mnocb?

$ javac Test.java

Test.java:2: warning: Unsafe is internal proprietary API
and may be removed in a future release
import sun.misc.Unsafe;

N

ChvwKom mano esaHrenmsma, Oracle!

gﬁ; CEE-SECR
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XpoHorsornga cobbitnm

e JEP 200: The Modular JDK

gﬁ& CEE-SECR
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XpoHorsornga cobbitnm

* JEP 200: The Modular JDK
— Mark Reinhold BbicTynna Ha Devoxx 2014

gx& CEE-SECR
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XpoHorsornga cobbitnm

 JEP 200: The Modular JDK
— Mark Reinhold BbicTynna Ha Devoxx 2014
° MocT Ha blog.dripstat.com

gx& CEE-SECR
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XpoHorsornga cobbitnm

* JEP 200: The Modular JDK
— Mark Reinhold BbicTynna Ha Devoxx 2014
* [ocT Ha blog.dripstat.com
* Chris Engelbert n3 Hazelcast Ha4yan guckyccuto

g‘;@ CEE-SECR
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XpoHorsornga cobbitnm

* JEP 200: The Modular JDK
— Mark Reinhold BbicTynna Ha Devoxx 2014
* [locT Ha blog.dripstat.com
* Chris Engelbert n3 Hazelcast Ha4yan guckyccuto
* ObcykaneHue Ha JCrete
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XpoHorsornga cobbitnm

e JEP 200: The Modular JDK

— Mark Reinhold BbicTynna Ha Devoxx 2014
[MocT Ha blog.dripstat.com

Chris Engelbert n3 Hazelcast Hauyan guckyccuto
ObcykaeHune Ha JCrete

Mark Reinhold BbicTynuna Ha JVMLS

— BCE HEMHOTO YCMNOKOW/IUCH

gﬁé CEE-SECR
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XpoHorsornga cobbitnm

* JEP 200: The Modular JDK
— Mark Reinhold BbicTynna Ha Devoxx 2014
* [locT Ha blog.dripstat.com
* Chris Engelbert n3 Hazelcast Ha4yan guckyccuto
* ObcykaneHue Ha JCrete
* Mark Reinhold BbicTynun Ha JVMLS
— BCE HEMHOTO YCMNOKOW/IUCH
* JEP 260: Encapsulate Most Internal APIs

gﬁé CEE-SECR

Pa3pabotkalll



43

[TnaH 3ameHbl Unsafe Ha public API

* Replacementin JDK8 - hideinJDK?9
— sun.misc.BASE64Encoder etc.
— Availablevia command-line flag
* No replacementin JDK 8 = available outside
— sun.misc.Unsafe, sun.reflect.ReflectionFactory
— sun.misc.Cleaner, sun.misc.SignalHandler
* Replacementin JDK9 = hide in JDK9, remove in JDK 10

gﬁ*‘; CEE-SECRR
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JEP 193: VarHandles

Expected inJava 9

class Queue {
int size;

}

VarHandle queueSize = VarHandles.lookup()
.findFieldHandle(Queue.class, "size", int.class);

queueSize.addAndGet(10);




VarHandle handle = VarHandles.arrayElement(int[].class)

VarHandle viewHandle = VarHandles.arrayElementViewHandle(
byte[].class, long[].class, true);

- get, getVolatile, getAcquire, getOpaque

« set, setVolatile, setRelease, setOpaque

« compareAndSet, compareAndExchangeVolatile

 compareAndExchangeAcquire, compareAndExchangeRelease

 weakCompareAndSet, weakCompareAndSetAcquire,
weakCompareAndSetRelease

« getAndSet, getAndAdd, addAndGet




ByteBuffer byteBuffer
VarHandle bufferView =
VarHandles.byteBufferViewHandle(long[].class, true);

ByteBuffer.allocateDirect(8);

MemoryRegion region = MemoryRegion.allocateNative(
"myname”, MemoryRegion.UNALIGNED, Long.MAX VALUE);

VarHandle regionView =
VarHandles.memoryRegionViewHandle(long[].class, true);

regionView.set(region, 0, Long.MAX VALUE);
return regionView.get(region, 0);
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NTorn

* BeHAop ycnbiwan coobwecTso N NU3MeHUA NaAaHbI
— BeHpop rotoB 1 Aanblie caywaTb
— CoobuwecTtBo npeacrtasndaeT cobom cuay, 3a HUM
3KOCMCTEMA

gﬁ*‘; CEE-SECRR
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NTorn

BeHgop ycabiwan coobuwectso M MU3MEHUN NAaHbI

— BeHpop rotoB 1 Aanblie caywaTb

— CoobuwecTtBo npeacrtasndaeT cobom cuay, 3a HUM
3KOCUCTEMA

Unsafe Bce-Taku BbINUAAT

— Ho nocteneHHO, B Te4eHME HECKOIbKUX NeT

g‘fﬂ CEE-SECRR
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Development @ OgHoOKMaCcCHUKK

* Tech Blog
— http://habrahabr.ru/company/odnoklassniki

* Open source
— https://github.com/odnoklassniki

* (Career
— http://v.ok.ru

gﬂ CEE-SECR
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Cnacmbo 3a BHMMaHue!

@23derevo
alexey.fyodorov@corp.mail.ru
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